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Membership Options
There are three available membership options.

ASP.NET Membership

¢ Integrated User/Role Management

Windows Authentication

¢ Uses Windows Username/Password

Custom Authentication

» Custom code your own solution

You can choose to generate with ASP.NET membership, giving you an integrated user/role management
system. Administrators will be able to access the membership page in the web application.

Windows Authentication uses your Windows login and password to access the web application.

The custom authentication option gives you the ability to custom code your own membership
management solution.

Below is an example of the Membership Page. The first three checkboxes are the available membership
options.

Authentication and Membership
Flease select authentication and membership options for your application. Some options will require custom coding or not compatible with each other.

Application Membership Features: ASF.NET Membership gives you a built-in way to
- A validate and store user credentials and helps you
Enable suppart for ASP.NET Membership with membership bar and user manager. manage user authentication in your Web sites.
[Tl Enable Windows Authentication. Recommended for Intranetapplications only.
Standard ASP.MET membership features can be

[] Enable custom authentication and membership implementation. Requires additional coding. enhanced with AJAX-enabled user and role manager.

[T Enable a dedicated login page instead of a fiy-over login dialog. anleershiD badr coumponeSt will be displayed at the top
) S - of all pages and will provide an attractive AJAX-

Display "Remember Me" option on the fly-over login dialog. enabled login window, access to self-registration,

[] Login option "Remember Me" is set by default. password recovery, and user account modification with

] ) L no code to write,
Display "Password Recovery” link on the fly-over login dialog.

Display "Sign Up™ link on the fiy-over login dialog. ASP.NET Membership requires an instance of
) Py =anee ) Y ¢ i ¢ Microsoft SQL Express 2008 installed on your
Display "™y Account” link on the membership bar. computer. You may opt to host a standalone

database membership database or keep the

7o - ] .
Display Help” link on the membership bar and suppert pageevel help membership structures in your own database.

[ Detect if user is idle for longer than 15  minutes and log the user out of the application.
Membership will use a standalone database that already exists.

Specify a valid connection string compatible with the selected data provider if you want to use a standalone membership database.
Data Provider:

.Net Framework Provider for SglServer (System.Data.SqlClient) -
Connection String:

Data Source=db;Initial Catalog=Membership;Integrated Security=True;

o If the connection string iz left blank and membership is enabled then ASP.MET will expect that Microsoft SQL Express is installed on this computer.,
8 Clidk here if you need assistance to build the connection string.

Cancel ] [ Back ] [ Next




Dedicated Login
You can create a dedicated login page by checking the checkbox. This dedicated login page will appear
when you try to open the web application, and is used instead of the flyover login dialog. This option is
available for ASP.NET membership and custom authentication.

| [C]Enable a dedicated login page instead of a fly-over login dialog.

The standard flyover login dialog is displayed to the left. The dedicated login page is displayed to the

right.
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Login to this website

User Name: admin|

Passnord: sessssess

Home > Home

Start

Remember me next tine
Forgot your password?
Sign up now

Please select a page ink n the table of contents below.
Site Map

Home:

Signin to access the protecte:

Instructions

Two standard user accounts are automatically created when application is
initialized if membership option has been selectad for this application,

The administrative account admin is authorized to access al areas of the
web site and membership manager. The standard user account s
alowed to access al areas of the web site with the exception of
membership manager.

Move the mouse pointer over the link Login to this web site on the right-
hand side at the top of the page and sign in ith one of the accounts
listed below,

Administrative account:
admin / admin123%

Standard user account:
user [ user123%

© 2010 MyCompany. All rights reserved.

Help  *

& MyCompany

Help

Login

User Name: admin
Password:

Remember me next time.
Login

Sign Up Now,
Foraot Your Password?

Sign in to access the protected site content
Tnstructions

Two standard user accounts are automatically created when
application s nitalized if membership option has been
selected for this appication.

The administrative account admin is authorized to access al
areas of the web site and membership manager. The
standard user account s zlowed to access al areas of the
web site with the exception of membership manager.

Move the mouse pointer over the Itk Zogin ta this web Ste
on the right-hand side at the top of the page and sign in
with one of the accounts isted below.

Done

@ Internet | Protected Mode: On fa v H10% v

Done

@ Intemnet | Protected Mode: On

fa v ®10% v

Remember Me

You can choose to display a Remember Me checkbox on the login dialog. If checked, it will remember
the last entered user credentials. You can also choose to have it checked or unchecked by default.

Display "Remember Me™ option on the fly-aver login dialog.
[ Login option "Remember Me" is set by default.

On the left, you can see the login dialog without the Remember Me option. On the right, that option is

enabled.

Login to this website Help

IUser Name: admin

Password: sssssssss
Forgot your password?
Sign up now

Login

Login to this website
User Mame: admin
Password: sesssssss
Remember me next time

Forgot your password?
Sign up now

Lagin

Help




Password Recovery

You can choose to enable the Forgot your password? link. Click on the link on the login dialog to go to
the Password Recovery screen. First, it will ask you for your username.

Password Recovery: Step 1 of 2

Please fill this form and dick Continue button to recover the forgotten password. Click Cancel to return to the previous screen.
Forgot your password? User Name *
Please enter a user name, admin|

* - indicates a required field l Cancel I [ MNext

Type in the username of the account you would like to recover, and press Next. It will ask you for the

answer to your security question. When answered, an email will be sent to the address specified in the
account.

Password Recovery: Step 2 of 2

Flease fill this form and dick Submit button to recover the forgotten password. Click Cancel to return to the previous screen,

Identity Confirmation User Mame
Answer the following question to receive your password. admin
Password Question
ASP.MNET
Password Answer *
* - indicates a required field l Back I [ Finish

Sign Up

You can choose to have a Sign Up Now link on the login dialog. This will allow users to register
themselves in the application. In the screen that appears, specify a user name, password, password
guestion and answer, email, and press Sign Up. By default, the account will have standard permissions.
You can change this by logging in as administrator and changing the permissions in the Membership
page.

Account Sign Up
Flease fill this form and dick OK button to sign up for an account. Click Cancel to return to the previous screen.

New User Information

User Name *
Please enter user name and password. Note that password must be at least 7
characters long and indude one non-alphanumeric character. Only approved
uszers will be able to login into the website, Password *

Confirm Password *

Password Recovery Email *

These fields are required to help you to recover a forgotten password. During
the recovery process you will be asked to enter a user name. If a user
account exists then a security question is requested to be answered. A Password Question *
correct answer will trigger an email with a temporary password send to the
registered email.

Password Answer *

* - indicates a required field Sign Up ] [ Cancel
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My Account

The My Account link is available on the membership bar when a user is logged in.

History | Permalink
ﬁ MyCompany

E Customers » Employees v  Categories *  Customer Demographics  Region ~  Reports *  Membership

Welcome admin, Today is Saturday, September 25, 2010 | My Account | Logout | Help

Site Actions ~

Home > Home

Start
FPlease select a page link in the table of contents below. Sign in to access the protected site content.
Site Map Instructions
Home Two standard user accounts are automatically created when application is initialized if membership
o Customers option has been selected for this application.
Orders The administrative account admin is a_uﬂ'mrized to access all areas of the web s!te ar_1d membershu:_l
manager. The standard user account is allowed to access all areas of the web site with the exception
Customer Demo of membership manager.
Order Details Move the mouse pointer over the link Login fo tis web site on the right-hand side at the top of the
3 Employees page and sign in with one of the accounts listed below.
Employee Territories Administrative account:
= Categories admin [ admin123%
Products Standard user account:
Customer Demographics user  user123%
= Region
Territories
Shippers
Sunnlier:

It allows the user to change their password, email, and security question and answer.

1. Current Password

Please enter your current password to create new password, update your
email address, or change password recovery question and answer,

2. New Password (Optional)

Please enter new password, Note that password must be at least 7
characters long and incude one non-alphanumeric character.

3. Email & Password Recovery (Optional)

During the recovery of a forgotten password you will be asked to enter your
user name. If a user account exists then a password question must be
answered. A correct answer will trigger an email with a temporary password
send to you.

Please review your membership information below. Click Update My Account to change this record, or dick Cancel to return back.

User Name
admin

Password *

New Password ¥

Canfirm New Password *

Email *
admin2@MyCompany.com

Password Question *
ASP.NET

Password Answer (not displayed for your protection) *

* - indicates a required field

Idle User Detection

Cancel

’ Update My Account ] [

You can choose to enable Idle User Detection, as well as specify the logout time.

| Detect if user is idle for longer than 15 minutes and log the user out of the application. |

R



This feature will detect a lack of activity from the user. When the specified amount of time has passed, a

login notification will appear. You will need to login again to access the application.

\d) Are you still there? Please login again.

Standalone Membership Database

You also have the option of using a standalone membership database for the application. If left
unchecked, the membership will be stored in the application.

Membership will use a standalone database that already exists,

Specify a valid connection string compatible with the selected data provider if you want to use a standalone membership database.
Data Provider:

Net Framework Provider for SqlServer (System.Data.SqlClient)

IConnection Siring:

Data Source=db;Initial Catalog=Membership;Integrated Security =True;

o If the connection siring is left blank and membership is enabled then ASP.NET will expect that Microsoft SQL Express is installed on this computer,
8 Clidk here if you need assistance to build the connection string.

View the instructions to easily create a new standalone database application at
http://blog.codeontime.com/2010/03/standalone-aspnet-membership-database.html.

Membership Page
By choosing the ASP.NET Membership option, a membership page will be generated for your

application. This page is accessible to administrators by clicking on the last tab at the top of the page.

History | Permalink
ﬂ MyCompany
Home  Customers *  Employees ~  Categories = Customer Demographics  Region ~  Reports - M

Welcome admin, Today is Saturday, September 25, 2010 | My Account | Logout | Help

Home = Membership

Membership Manager
Thi llows to
malli:gaegf;e:‘:id Lsers. This is & list of membership user records,

(vl| ik Find New v | Actions - view: AllUsers -
SEe= User Name  Is Approved Email Is Locked Out Create Date Last Login Date Comment
= Customers admin Yes admin2@MyCompany.com Mo 4/25/2010 4:00 PM 9/26/2010 1:18 AM nfa
= Employees user Yes user @MyCompany.com Mo 4f25/2010 4:00 FM 9/14/2010 9:18 AM nfa
= Categories

g Showing 1-2 of 2items | Refresh

= Customer Demographics
= Region
= Reports



http://blog.codeontime.com/2010/03/standalone-aspnet-membership-database.html

You can use this page to approve accounts, edit roles, modify account information, and view activity and
login statistics.

Home > Membership

Membership Manager

Roles

Please review user membership information below. Click Edit to change this record, dick Delete to delete the record, or dick Cancel/Close to return badk.

V’Jew:| Review User ~ |

* -indicates a required field [ OK ] [ Cancel ]

User Information User Name
Flease select user roles that most dosely match user's responsibilities. Roles control access to admin
the areas of this web site. Please contact system administrator if role access restrictions must |

be changed. Roles

[Csales  [Flusers

Enter any additional comments about this user account. Comment is not visible to the user. Customers || Shippers

Comment

This user account is approved

Password Recovery Enels

admin2@MyCompany.com

During the recovery of a forgotten password the user will be asked to enter a user name. If a
user account exists then a security question is requested to be answered. A correct answer

will trigger an email with a temporary password send to the user. Password Question

ASP.NET
Change locked out flag to 'Na' if the user has been locked out after reaching a maximum

number of failed login attempts and you want to allow user to login again. Is Locked Qut *

You can also use the Roles tab modify, delete, and create new roles.

History | Permalink
ﬁ MyCompany

Home  Customers » Employees *  Categories =  Customer Demographics  Region ~  Reports ~ E
Home = Membership

Membership Manager

Welcome admin, Today is Saturday, September 25, 2010 | My Account | Logout | Help

This page allows to

manage roles and users. This is a list of membership roles.
)| Quick Find MNew = Actions ~ View: Roles ~
Foole Mame Description
= Home
» Customers Administrators nfa
= Employees Customers nfa
= Categories
= Customer Demographics Sales nfa
= Region Shippers nfa
= Reports
= Users nfa
Showing 1-5 of 5items | Refresh
This iz a list of membership user records that belong to a selected role.
()| Quick Find £ New - | Actions - View: Usersin Role ~
User Name Is Approved Email Is Locked Out Create Date Last Login Date Comment
admin Yes admin2@MyCompany.com Mo 4f25/2010 4:00 PM 9/26/2010 1:18 AM nfa
Showing 1-1 of 1items | Refresh




